The World Wide Web has evolved at an extreme rate due to its capacity to provide an endless amount of information to the public users. Hence, the user finds himself lost in a pool of information, without knowing what to trust in order to retain. One could rely on the first website links displayed when renowned web search engines such as Google or Yahoo are invoked. However, are those initial displayed links really trustworthy because they came on top of the list? Can one trust specific information by the simple fact that it has been ranked high by virtue of being accessed frequently by other users? In this paper, we propose a method that overcomes the dependency of user's feedback and allows one to dynamically compute the trust level of a website of a particular domain based on how semantically similar its content is with a trusted website of the same domain. The experimental results have been provided to demonstrate the utility of the proposed method.
INTRODUCTION
The past decade has seen extraordinary growth of the World Wide Web. It is mainly because of its ability to provide an enormous amount of information to the users. In general, web users can find information of their interest from several websites. For example, if someone looks for the news belonging to the political news domain, there could be several websites such as www.cnn.com, www.bbc.com, www.cbc.ca, etc.
On the other hand, it is also often found that not all the websites belonging to a particular interest domain provide factual and trustworthy information. For example, for political news, the website www.cbc.ca may be trustworthy, but any arbitrary website may not be trustworthy, or vice versa. Moreover, the existing search engines and technologies (such as Google) do not perform trust-based searching, but they look for the information based on criteria such as hit count etc. [1] , that does not reflect its trust level. For instance, a website with a very low hit count will have a low trust level despite the fact that its actual content may be quite similar to a trustworthy website. Therefore, the fact that a website has a high hit count does not imply that it is trusted among people.
Having a trust level for the websites is very important as it allows web users to see the web information along with its trust level. The website can have different trust levels for different domains. For example, www.cnn.com may be highly trusted in the political news domain, but may be less trusted in the entertainment news domain.
Determining the trust level of the websites would also significantly help in performing trust-based searches. However, it is important to note that this trust level is different from the trust computed based on privacy and security, as the former implies the user's trust in the factual aspect of the information and the later is mainly based on its cryptographic security. Therefore, we refer to the factual trust level as the trust level.
In this paper, we propose a method to dynamically compute the trust level of a website of a particular domain based on how similar its content is with a trusted website of the same domain. This approach could be illustrated by a simple example: let us assume that one consults a certain website for the sports news, and thus builds a certain confidence or trust in this website over a certain period of time. Then, upon consulting another website for the sport news simultaneously and observing the similarity/dissimilarity between the two, one will eventually develop a certain trust in the second website if the content of both websites are found to be similar over this time frame. Thus, the computation of this trust level will be based on the past history of similarity measured between this web site and a so called "trusted" website in that domain. The similarity measured between the two websites is computed based on how similar the content of the two websites has been in the past [2] . The so called "trusted" website within a particular domain could be found by using traditional methods such as hit counts, user surveys, etc.
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RELATED WORK
In order to properly develop this section, we will consider three key words -trust, reputation, and confidence, which are related to each other but have been used in different computing contexts. The definition of trust includes the word confidence, and vice versa. Hence, the two words can be used interchangeably. On the other hand, reputation can be seen as an estimation used to build trust or confidence. Although similar and related in definition, the research communities have used them differently in different computing contexts. This difference will allow us to describe related works that are associated with these words and which could be directly or indirectly related to the problem addressed in this paper.
The word trust is defined by the Oxford English Dictionary as confidence in or reliance on some quality or attribute of a person or thing, or the truth of a statement [18] . In fact, even basic definitions of the word have caused several disagreements in the research world [19] . In a useful guide on the trustworthiness of websites from the Google Librarian Center, Karen G. Schneider [3] presents five principles to determine which website one can trust. These principals are: availability, credibility, authorship, external links, and legality. These principles give general guidelines, and are not based on any form of factual analysis of the website information. The only guideline that could be relevant to the credibility of the facts is the authorship, where the credibility or reputation of the author can be somewhat of an indication of how trustworthy the facts provided really are. As a matter of fact, most related work relevant to "online trust" do not deal with the factual aspect of the information, as stated previously, but address security and privacy issues. For instance, the works in [5] , [6] , [7] , [8] , and [9] identify trust issues by consumers when it comes to engaging in E-commerce. This essentially involves submission of financial and personal information to merchants through the internet. Neilsen [10] gives techniques in order to communicate trust in web design, once again related to E-commerce web applications. Wang and Emurian [5] take it a step further by giving an overview of several concepts of trust from different disciplines. They also present "trust-inducing framework interface design features" that could be applied to E-commerce websites in order to optimize trust levels from the customers' perspective.
As we can see, these works present essential trust elements or issues, and techniques to handle these issues in order to enhance online trust from the consumer's point of view. However, they do not provide any significant mathematical models to compute online trust. Furthermore, this does not solve our problem based on trust related to the factual content of a particular website.
The term reputation is also related to E-commerce or any online business, where the buyer favors a transaction with the seller known to have a good reputation. This concept is clearly illustrated in E-commerce sites such as Amazon.com or eBay.com. Furthermore, reputation has been used in the context of web services. For example, when the composition of web services is needed for an online business operation, the reputation of the individual services or service providers it needs to use is verified. This ensures a highly reputable composition of the service [11] . Also, a web service's reputation is needed to evaluate elements such as privacy issues in web services [12] .
There are several models that were introduced to compute the online reputation of business parties and web services. Zacharia et al. [13] presented a collaborative model for computing the reputation of the users involved in E-commerce transactions. The model uses the ratings provided by one user to the other as the primary criteria to compute the reputation. Sreenath and Singh [14] presented an agent-based collaborative approach for computing the reputation of web services. This approach suggests the idea that agents (e.g. service users) will have to work together in order to independently evaluate service providers. The agents will have to decide on how much weight should be given to each other's recommendations. This method is useful when the collaborating agents have similar needs in terms of service attributes. A computational model was proposed by Mui et al. [15] . This model focuses on the relationship among trust, reputation and reciprocity. It proposes a probabilistic mechanism for inference among trust, reputation and level of reciprocity in a multi-agent environment (e.g. E-commerce systems). The underlying principle or concept behind this model is that a higher reputation leads to higher trust; where the trust reciprocates actions between two agents; and the reciprocate actions will lead to a higher reputation.
The term confidence, which is related to the concept of trust, has been used in a few different technological contexts. For example, confidence has been used in the data management of sensor networks. The computation of confidence in a stream based on its accuracy in the past was done by Tatbul et al. [16] . Also, a confidence-based fusion strategy has been used by Iannou et al. [17] . This allowed the combination of multiple feature cues for facial expression recognition. The computation of the confidence level in streams from these methods has been based on the past accuracy of the stream, and is computed in a static fashion. In a multimedia applications context, Atrey et al. [2] use a dynamic approach for the computation of confidence levels in streams based on their agreement/disagreement with trusted streams. This allows a dynamic evolution of the confidence level of streams, instead of a static one.
Our method is similar to the one stated in [2] , but is in context of web information, where the trust level of a web site will be dynamically computed over time based on the similarity measure between the web site in question and a trusted web site within the same domain.
PROBLEM FORMULATION
Below, we formulate the problem of determining the trust level of a website: 
be the user's trust in the ith website for the kth domain at time instant t. We assume that, for each domain, we have at least one website that we call "trusted". A trusted website is the one that has a trust level greater than a threshold T spec . This trust can be established through traditional user feedback methods, such as a user survey.
Our objective here is to determine the overall trust level T i (t) of a new "not-so-trusted" website W i at time t given that its trust level T i (t-1) at time t-1 is known. Note that, in absence of any prior information, we assume that the initial trust level of this "not-sotrusted" website is a number close to a positive infinitesimal.
PROPOSED METHOD
The proposed method determines the trust in a new non-trusted website using its "Similarity Measure" with the trusted website(s). The similarity measure between the two websites is computed based on a model named Latent Semantic Analysis (LSA). Section 4.1 provides a brief overview of this model and describes the similarity measure computation. Section 4.2 covers the actual trust computation: section 4.2.1 will describe the trust computation of a website for a specific domain, and 4.2.2 will describe the overall trust computation of the website.
Similarity Measure Computation
As stated previously, we will use the LSA model to measure the similarity between the websites. This method is used to model the semantic similarity between text documents. It has been shown that this model produces inter-rater correlations of about 0.6, which is consistent with human performance in judging semantic similarity between text documents [4] . This was shown to surpass other models such as word-based gram and n-gram, which achieved inter-correlations with human performance of 0.5 each.
LSA starts by forming a k×l matrix C = [c ij ] where k is the number of words, l is the number of documents in the corpus, and c ij is the frequency of the ith word in the jth document. According to this document representation schema, LSA uses three local weighting functions to measure similarity. The functions reflect essentially the importance of a word within a document, the frequency of a word throughout the whole corpus of documents, and "the number of dimensions retained during the singular value decomposition, which makes assumptions about the complexity of the underlying semantic regularities expressed by the corpus" [4] .
These functions are then used to generate a weighted corpus representation V= [v ij ]. This schema is then subjected to singular value decomposition. Afterwards, a variant of the Cosine Model is used to measure the similarity. 
Here, we have α ∈[0,1]. This is an experimental value used to assign particular weights to the past and current similarity measures, respectively. It is important to note that in the absence of any prior information in equation (1) 
Trust Computation

Domain-level trust computation
We define T k j (t) as the function representing the trust level of a particular "not-so-trusted" website W j , for domain k at time t. In principle, T k j (t) is computed as a function g of two variables: • φ ij k (t): the similarity measure between the trusted website W i , and the "not-so-trusted" website W j , at time t.
To develop this function, we use an exponential model which allows us to rewrite equation (2) in a more direct form as follows:
In the above equation, we make use of two new terms β(t) and N(t)
In equation (4), we notice the appearance of three new terms, T i k (t), Δφ k ij (t) and μ. The first term is essentially the trust level of a so called "trusted" website at time instant t, as defined previously. The second term can be defined as the difference or change in the similarity measures between website W i and website W j for domain k at time t. This implies that a higher change in the value of the similarity measure would lead to a higher growth of trust, and vice versa. More precisely, this function can be defined as follows:
The last term μ is also used to control the rate of growth or decay, depending on the fact that the change in the similarity measure, Δφ The terms r growth and r decay denote the rate of growth and decay in the trust level.
As for the N(t) used in equation (3), this function is used as a normalization factor to limit the trust level value between [0,1]. Thus, N(t) can be expressed as follows:
Overall trust computation
The overall trust T i (t) for a particular website W i at a time instant t, can be simply calculated by averaging the trust levels computed for all domains. This can simply be described as:
EXPERIMENTAL RESULTS
In this section, we present the experimental results in order to demonstrate that the proposed method for dynamically determining the overall trust level of a particular website works well. This section is organized as follows. In section 5.1, we will describe the data set used in the experiments. We will also provide an overview of the user feedback (survey) method used in order to determine the "trusted" website for each domain. Section 5.2 will present discussions and analysis of the experimental results. 
Data Set
We have used 5 websites for evaluation: CBC.ca, CNN.com, FoxNews.com BBC.com, and Aljazeera.net. These websites have been evaluated for a total of 3 particular domains: International Politics, Sports, and Health, except that Aljazeera.net has been evaluated only for the first domain due to its lack of information about the last two domains. The data set used in our experiments consists essentially of 30 web news articles for each domain. These articles were collected over a period of 30 days, and their length varied from 50 to 200 words.
The news articles picked for each domain are chosen according to their relevance for the accuracy of comparison. In other words, two articles are compared only if they essentially cover the same news topic.
The evolution of trust has been performed based on data collected over a period of four weeks. Note that some domains such as International Politics had more articles to compare due to the fact that several topics such as the war in Iraq are covered extensively by all websites reporting the news.
In order to establish the so called "trusted" website, we used a user feedback method where a user survey was conducted with 50 users (volunteers) from different disciplines. In this survey, the users were asked to rank each website from 0-5 (0 being the lowest trust level-"distrust" and 5 being the highest trust level-"complete trust") depending on how much the user trusts each website for a particular domain. For example, one may trust CNN.com com for International Political news with a rank of 2 out of 5. Based on the ratings of 50 users, we averaged the rank values in order to compute the trust level of the "trusted" website for each of these three domains. The results of this user feedback method are summarized in Table 2 . From these results, we conclude that BBC.com was found to be the most "trusted" website for all three domains. It was found to be trusted 80% when it comes to International Political news, 77% for Sports related news, and 64 % in Health Sciences news.
Note that, a user survey is adequate in such a case where news websites are evaluated, since much of these websites are familiar to the users and their reputation is well known in general. However, when it comes to determine the trusted website(s) within a set of specialized websites that concentrate on one particular domain (e.g. medicine, sports, technology, etc.), typical users may not have an appropriate understanding of the domain in order to make an accurate trust level assessment based on the factual information presented in the website. Therefore, a typical user survey could be unsuitable, and could be replaced by a user feedback method where experts in the domain are consulted based on their knowledge and past experience in that particular domain.
Test Cases
We have designed the following test cases as a part of the experiments:
Exp #1. We would show how the trust level of a "not-so-trusted" website varies with respect to its similarity measure with a "trusted" website over a period of 30 days. Note that, in this experiments, we have chosen r growth = 5. The rationale behind choosing this value is that this value of growth factor allows the trust level of a not-so-trusted website to grow faster. With this growth factor, the trust level of a not-sotrusted website becomes equal to the trust level computed using feedback based method in just 30 days.
Exp #2. As in Exp #1, the value is r growth is kept constant at 5, Exp #2 would show how the growth of the trust level of a "not-so-trusted" website is affected by different values of r growth .
Exp #3. Since fixing the rate of growth (r growth value) is subjective, this experiment is designed to observe how long it will take for a not-so-trusted website to achieve its trust level that has been computed based on a user feedback method.
We describe these three experiments in the subsequent sections. 
Experiment 1 -Trust level vs. similarity measure
We study the relation between the trust level of a particular "notso-trusted" website, and the similarity measure between this website and the "trusted" website. In figure 1 , we have plotted a graph, which shows the behavior of the evolved trust level in a website W 2 for a particular domain in terms of its similarity measure with the trusted website W 1 in that same domain. In this graph, the x-axis denotes the timeline in days, whereas the y-axis represents the trust level T W2 of a not-so-trusted website W 2 (denoted by a solid line) and the semantic similarity measure φ 1,2
(denoted by a dotted line). The constant horizontal line, at a trust level of 0.8, represents the trust level for the "trusted" website W 1 established by the user feedback method. A growth factor r growth of 5.0 was used here in order to achieve the trust level, which was computed using the feedback based method, with the data collected over a period of 30 days.
As we can clearly see in figure 1 , the trust level increases as the similarity measure between the two websites increases, and vice versa. This implies that the trust level is indeed proportional to the similarity measure. Let us illustrate the importance of this proportionality by observing both curves in Figure 1 within a specific time frame (day 18-24). On day 18 and day 19, we notice a slight decrease in the similarity measure, which in turn leads to a decrease in the trust level. However, on days 20-23, a slight increase in the similarity measure leads to a sharper increase in the trust level. This is a result of a high semantic similarity obtained between the compared news articles (from the "not-so-trusted" and "trusted" websites) over this period of time (day 20-23).
Experiment 2 -Trust level vs. growth factor
In this experiment, we aim to determine an appropriate value of the growth factor r growth . The appropriate value of growth factor would be the one, using which a not-so-trusted website would be able to achieve a trust level close to what it obtained using the feedback based method. We define a term D i which is the difference between the trust level of a website W i when two methods (our method and the traditional feedback based method) are used. The term D i is computed as follows:
Note that, in equation (9), F k i is the trust level of the i th website for the k th domain using a user feedback based method.
The overall difference D all for all websites in all domains between our method and the feedback based method is computed as:
The terms D i (for 1 ≤ i ≤ n) is plotted for different values of the growth factor (1 ≤ r growth ≤ 10). We observe the value of r growth at which the value of D i is minimum.
In figure 2 , we show five graphs in total. Figures 2a-2d show graphs for each of the four websites (W 1 -W 4 ). Each of these graphs show how the difference D i (for a particular wesite W i for all the domains) between our method and the user feedback method (y-axis) varies with respect to r growth (x-axis). The graph shown in figure 2e presents the overall difference (D all ) for all the websites for all domains. Note that, the value of r decay used in these results is 20% of the value of r growth (r decay = 0.2 r growth ), and the trust level obtained by the user feedback method for each domain remains constant. As can be seen in the graphs in figures 2a-2d, for each website W 1 -W 4 , the trend is similar: the difference D i in the methods decrease as the the growth factor increases until a certain point where the lowest difference is reached when the growth factor (r growth ) has an approximate value of 5.0. At this point, the difference is very small and close to 0. This implies that the trust level, according to our evolution model, is very close to the trust level established in the user feedback method. In turn, this could imply that the ideal value of the growth factor, where the dynamically computed trust level value is closest to the user feedback value, is approximately 5.0 for this particular evaluation period of 30 days.
In different terms, we would have to use a growth factor of 5.0 in order to reach the trust level established by the user survey given the results obtained for this 30 day period.
After this growth factor value of approximately 5.0 is reached, the value of the difference between the methods increases sharply intially but follows with a more gradual growth after a certain value of the growth factor. This growth is at a slower rate than the decrease observed intially until the growth factor reached a value of 5.0.
It is important to mention the slightly different behavior of the curve in the graph shown in figure 2c (for W 3 ) . First, we notice that the value of the growth factor has the lowest difference at 4.0, in contrast with the other graphs for W 1 , W 2 , and W 4 where the lowest difference is at a value of 5.0. This could be explained by the fact the the computed trust level according to our method for the second domain (Sports) evolved rapidly and quickly reached the very low trust level value established by the user feedback method. Actually, this trust level is reached quicker than it is reached in the other websites. This is also the reason that after its lowest point, the curve increases at a higher rate than the graphs in figure 2a, 2b and 2d, for the trust level value according to our method is much higher than the one established in the user feedback method. Hence, the difference between the trust values is also higher than the ones in the other graphs (after the lowest point is reached), and this higher difference persists for a larger growth factor until it reaches its plateau. In summary, we can state that the computed trust level for the Sports domain for FoxNews.com evolved rapidly, and the domain itself is much more trustworthy than predicted by the user feedback method when compared to the trusted website determined by the same method.
As for the graph shown in figure 2e , it is logical and predictable that the curve highly reflects that of the four prior graphs, since it is an average of the four graphs shown in figures 2a-2d.
Experiment 3 -Trust level vs. time
In this experiment, we keep the value of the growth factor constant and study how long it might take for a not-so-trusted website to achieve a trust level that we have obtained using a feedback based method. Here, the aforementioned difference D i for website W i between our method and the user feedback method is plotted over a period of time (in months).
Three graphs are shown in figure 3 for the different values of growth factor (1 ≤ r growth ≤ 3). Note that, in plotting these graphs, we have repeated the data of the initial 30 days over a period of several months, assuming that the trend of semantic similarity in the news articles will continue over approximately 36 months.
(a) (b) (c) Figure 3 . The difference between our method and the user feedback method when the data of varying periods is used.
However, this assumption can be relaxed by collecting the actual data for several months, which we will do in the future.
It is important to note that the value of r decay used in this experiment is again 20% of the value of r growth (r decay = 0.2 × r growth ), In this experiment, the analysis was performed on one website only (CBC.ca) for all of its domains. Therefore, the computed difference is an average of the differences computed for each domain for this website. In the graph shown in figure 3a , where r growth =1.0, we notice that the difference between the trust level computed using the two methods (our method and the feedback based method) decreases over a period of time and this difference becomes close to zero after approximately 36 months. This implies that if we collected similar data over a period of 36 months, we could reach a similar trust level as the one established in the user feedback method within a period of three years when using a growth factor of 1.0. This seems to be a long period of time, but it is somewhat realistic for the fact that trust is not obtained "over night".
In the graphs shown in figure 3b and 3c, where r growth = 2.0 and r growth = 3.0 respectively, the curves behave in a similar manner. However, the lowest difference D i is obtained within a period of 12 months in the graph (in figure 3b) , and in 6 months in the graph (in figure 3c) , which is much faster than in the graph (in figure 3a) . After this lowest difference point, the difference increases sharply for a certain period of time as the trust level according to our method surpasses the trust level from the user feedback method, and then reaches a slower rate of increase as time progresses.
From these results, we can state that the ideal growth factor would be somewhere around the value of 2.0 where the trust level established by the user feedback method is reached after a period of approximately one year. This seems to be a reasonable period of time, since three years could be quite long, and six months could be viewed as not being enough time to develop an adequate level of trust.
CONCLUSIONS
In this paper, we have presented a method to dynamically compute the trust level of a "not-so-trusted" website for a particular domain based on how similar its content is with a trusted website of the same domain. This trust level allows us to determine the trustworthiness of the factual information presented in a "not-so-trusted" website. As shown in the experimental results, the proposed method allows us to surmount the users' feedback dependency of a traditional survey method by dynamically computing the trust level of a website. This can be reinforced by the fact that the results obtained by our method are quite comparable to those given by the user feedback method. Although the user feedback method is somewhat essential to determine the so called "trusted" website, the proposed method has an added advantage of allowing us to compute the trust level of the other websites whose trustworthiness is not yet available.
Future work would be to extend this method for finding the trust level of websites that have other media content such as images, video and audio, by finding the semantic similarity between multimodal websites. The future work would also include a different or less bias method in order to determine the trusted website. For instance, impartial experts in each domain could be consulted in order to obtain their trust level in a particular website based on their personal experiences combined with collected data from this research or other researches. From another perspective, future work would be the exploration of the evolution of not only our proposed method, but the users' feedback method as well. This would imply constant user feedback over a certain period of time in order to observe the variance of the user's trust.
